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Paris 2024 : 548 signalements et incidents de
La ville de Lille victime d'une cyberattaque, quatre cybersécurité liés aux Jeux décomptés entre mai et

. g septembre
agents municipaux ont regu une demande de P
D'aprés 'Agence nationale de la sécurité des systémes dinformation, ces
rancon alertes de cybersécurité nont eu que de "faibles impacts”.
Lattaque informatique, qui empéche notamment I'accés au standard de la fanceinor sport avec ATP
municipalité, est en cours depuis le 28 février.

France Telvisons - Rédaction Sport
franceinfo N
Lancemnte Publi 0 10/09/2024 16:20  Tomps dolocture : 1m

Publi lo 15/03/2023 22:16 © Tomps do lecture : 1min

Cyberattaque a I'hépital d'Armentiéres : 300 000
Cyberattaque a I'népital de Cannes : cartes patients concernés par le vol de données

d'identité, bilans médicaux, bulletins de salaire... L'établissement avait di fermer temporairement ses urgences d la suite de
61 gigaoctets de données publiées sur internet cette cyberattaque le 11 février.

L'activité de I'hépital est presque revenue & la normale et le systéme

dinformation est en train d'étre rétabli. o franceinfo avec AFP

France Telévisions
o franceinfo - avec France Bleu Azur

Publié le 28/02/2024 18:51  Mis & jour le 28/02/2024 19:14 © Temps de lectura : 1mi

Cultura victime d'une cyberattaque, les données
Cybersécurité : I'université Paris-Saclay touchée de 1,5 million de clients dérobées
par un ransomware La fuite de données concerne le nom, prénom, numéro de téléphone, adresse

e-mail et postale ainsi que le contenu des commandes des clients. Les mots de
passe et données bancaires N'ont en revanche pas été compromis, selon

L'université francilienne a annoncé avoir été visée par une attaque par ransomware le 11 I'enseigne.

aodt. Un incident qui intervient une semaine apres une autre cyberattague contre plus

de 40 établissements culturels en France. o "“”"‘”"i‘:ﬁf“ e

Yoann Bourgin
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La sécurité n'est pas qu’une affaire de logiciels !



Ma recherche : sécurité a l'interface entre le logiciel et le mateériel
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Attaques materielles

e attaques actives: destruction du coffre-fort

v O attaques passives: ecoute des mécanismes internes

attaques actives: laser, perturbation d’horloge...

attagues passives: timing, consommation de courant...
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Attaques par canaux auxiliaires

- exploitent 'implémentation d'un systéme

- basés sur des canaux qui sont en dehors de la specification fonctionnelle,
i.e., qui ne sont pas censés vehiculer d'information utiles

- mais ces canaux peuvent faire fuiter des informations secretes

key

plaintext ——— =  crypto | ——— ciphertext
algorithm




Attaques par canaux auxiliaires
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- mais ces canaux peuvent faire fuiter des informations secretes
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plaintext ——— =  crypto | ——— ciphertext
algorithm
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Attaques physiques vs attaques microarchitecurales

Attaques par le mateériel Attaques par le logiciel
a.k.a attaques physiques a.k.a attaques microarchitecturales

Vs -

-----

Accés physique au matériel Attaque a distance
— appareils embarqués — systémes complexes



De petites optimisations aux attaques par canaux auxiliaires...
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De petites optimisations aux attaques par canaux auxiliaires...

2014

2015

2016

2017

2018

2019

2020

2021

2022

2023

2024

Broadwell

Skylake

Kaby Lake

Coffee Lake

Whiskey Lake

Comet Lake/Ice Lake
Tiger Lake

Alder Lake/Rocket Lake
Sapphire Rapids
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Arrow Lake

- nouvelle microarchitecture tous les ans
- amélioration de performance ~ 5%

- trés petites optimisations: caches, prédicteurs

de branchements...

- les attaques viennent de ces optimisations

- un attaquant obtient des informations d'un

processus victime (vulnérable) en espionnant
'usage du matériel



Attaques par canaux auxiliaires : les deux faces d’'une méme piéce

Mateériel

OLiiio

Logiciel  EEE

Algorithm 1: Square-and-multiply exponentiation

Input: base b, exponent e, modulus n
Output: b® mod n
X<+1
for i « bitlen(e) downto 0 do

X < multiply(X, X)

if e, = 1then

| X multiply(X, b)

end
end
return X




Questions de recherche

RQ1. Quels composants matériels sont vulnérables...

... et comment les exploiter pour faire fuir des données ?

RQ2. Quelles implementations logicielles sont vulnérables...

.. et comment mener ces attaques en pratique ?



RQ1: Un exemple d'attaque

Algorithm 1: GnuPG 1.4.13 Square-and-multiply exponentiation -
valeur secrete !

Input: base cfex

Output: ¢ modn

Xe1

for i « bitlen(d) downto 0 do
X+ square(X)

= Xmod n
if d;=1then
X+ multiply(X,c)
X Xmodn
end
end
return X
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Qu’est-ce qui vient de se passer ?

exploite les difféerences
de temps des accés a la

/\/ mémoire

attaque sur le cache
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Qu’est-ce qui vient de se passer ?

exploite les difféerences
de temps des accés a la

mémoire

attaquant surveille les
lignes accédées par la
victime, pas le contenu \

attaque sur le cache

1



L'attaque sur le cache Flush+Reload

Espace d'adressage victime Cache Espace d’adressage attaquant

#1: Mémoire partagée entre l'attaquant et la victime — cache partagé



L'attaque sur le cache Flush+Reload

T

Espace d'adressage victime Cache Espace d’adressage attaquant

#1: Mémoire partagée entre l'attaquant et la victime — cache partagé



L'attaque sur le cache Flush+Reload
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L'attaque sur le cache Flush+Reload

Espace d'adressage victime Cache Espace d’adressage attaquant

#1: Mémoire partagée entre l'attaquant et la victime — cache partagé
#2 : Attaquant flushe la ligne de cache partagée

#3 : Victime accéde a une donnée



L'attaque sur le cache Flush+Reload

reloaq
Espace d'adressage victime Cache Espace d’adressage attaquant

#1: Mémoire partagée entre l'attaquant et la victime — cache partagé
#2 : Attaquant flushe la ligne de cache partagée
#3 : Victime accede a une donnée

#4 : Attaquant recharge (reload) la ligne : apprend l'accés de la victime 12



Flush+Reload en pratique ?

1 int probe(char *adrs) {

2 volatile unsigned long time;
3

4 asm __volatile__ (

5 " mfence \n"
6 " 1fence \n"
7 " rdtsc \n"
8 " 1fence \n"
9 " movl %heax, %hesi \n"
10 " movl (%1), %heax \n"
11 " 1fence \n"
12 " rdtsc \n"
13 " subl %hesi, %heax \n"
14 " clflush 0(%1) \n"
15 : "=a" (time)

16 : "¢" (adrs)

17 : "esi", "Y%edx");

18 return time < threshold;

19 }

13



Flush+Reload en pratique ?

0 ~N O 0 v W N -

int probe(char *adrs) {

volatile unsigned long time;

asm __volatile__ (

" mfence \n"
" 1lfence \n"
" rdtsc \n"
" 1fence \n"
" movl %keax, %hesi \n"
" movl (%1), %heax \n"
" 1fence \n"
" rdtsc \n"
" subl %%esi., %%eax \n"
| "™ clflush 0(%1) \n"|
"=a" (time)
"c" (adrs)

ll%esill’ ll%edxﬂ) ;
return time < threshold;

}

horloge

horloge

flush cache

13



Conclusion RQ1

CPU Ports
Translation look-aside buffer SS5P'19 $

USENIX Sec'18 ~ LLC attacks < DRAM
‘ USENIX'14, S&P'15 USENIX Sec'16

GPU
Lg® | )
. ’ V S&P'18
Lid, L1i, L2 cache Branch Prediction
BSDCon'05, CT-RSA'06,  CT-RSA'07 Ring Interconnect
ASIACCS'20 USENIX Sec'21, DIMVA'21

Etat de l'art aujourd’hui: chaque composant partage par deux processus
est un potentiel vecteur d'attaque par canal auxiliaire 14



RQ2 : Comment on fixe ¢a dans les logiciels ?

@ Probléme?

Vulnérabilité canal auxiliaire

Tout branchement ou acces
mémoire dépendant d'un secret

15
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RQ2 : Comment on fixe ¢a dans les logiciels ?

@ Probléme? Q Solution!
Vulnérabilité canal auxiliaire Programmation constant time
Tout branchement ou acces — Pas de banchement ou d'acces
mémoire dépendant d'un secret meémoire dépendant d'un secret

Ca a l'air facile non ?

15



Des attaq ues partou

LadderLeak: Breaking ECDSA

With Less Than One

Diego F. Asanba Felipe Rodrig!
DIGIT, Aarhus University University of
Bra

Denwmark
dfsranha@eng audk

Mehdi Tibouchi
NTT Corporation
apan.
mehdi tibouchibr@nconttco ip
ABSTRACT
Although it s one of the mest popular signsture SERETES today,
BCDSA presents a nunber "o implementaion pitfalls, 1t particulat
ame to the very sensitive 1l 1 the random value (known & the
o) generated as part of e Gigning algorithm. 1 s knowh that
‘any small amount of nonce exposure o pasce bias con I principle
lond to a full key recovesy: Lhe key recovexy s then @ particular
Instanee of Boneh and Veskalesi idden number problent (AIND
“That observation has beert practically exploited it smany attacks
o the litesatuce, takong advantate of implementation defects o
‘ide-chamnel vulperabiities i various concrete ECDSA implemen-

Tations, However, most of the * tacks so far have relied on 3 least 2

il
x‘.\\'biﬁél@sh\dem: jcunicampbe

Bit Of Nonce Leakage

ues Novaes Akira Takahashi
Canpinas DIGIT, Aarhus University

Denmark
\akahashi@esavdk

Yuval Yarom
University of Adetaide and Databl
Australia
yval@cs.‘a\d:la:\(\evedu a0

cphemeral sandom value called nance, which 3 pantieularly sensi-
e i is crugial to make ST (hat the nonces are keptin secret
‘and sampled from the w0 Gspribution over a certals inIeECY
iaterval, I is easy to see that 1§ the nonee is exposed of seused
copletsly, then as altsckes 1 bl Lo extrast the secsel SiENINE key
by observing ony a5 signatures, By exteading his simple obser-
Tation, cryptanalysts have stovered stronger atacks that make
it possibe to secover ¢ S coret key even if short bit substrings of
o onces are teaked o biased These extended attacks selate keY
ecovery (o the so-calied bidden usmber problem (BNP) of Boneh
“and Venkatesan [151, and 26 part of a line of research initiated DY
Howgrave-Grabiaim and Smact {36), who described @ lattice-based

16



Des attaq ues partou

Mg
' g7
/‘lzt,l'e Fo
ack e
e

Ladder
With Less Than One

Leak: Breaking ECDSA
Bit Of Nonce Leakage

n
sy, Dan Se W;,
ety ol Gy Very ot ¥, Diego F. Aranba Felipe Rodrigues Noves Akica Takahashi
- dapgy ity Tengy ! Re al. u: 4 DIGIT, Aarhus University University of Carspinas DIGIT, Aarhus University
I, 63 Mary, Uy M, Denmark Brazil Denmark
':l’ (-:'( e T 5 ey ang rly A Cro, rep dfsranha@eng audk Laraseaa@students jo unicanp b takahashi@esav.dk
ks g ) o, .
.\,:;‘lm,l(;"nv,':[:"'hZ_,’;“’ﬂ“,,” Yitecy Mehdi Tibouehi Yuval Yarom
o i g Cres, n. Ury / NTT Corporation University of Adetaide and Data6l
e e gy 25 e S of Sig, apan Australia
e, ;y,m::ro,,,‘j: lary :p te ! Cy, "y, e a‘-i\wr@hco ntcop gval@es adelaidedu o
ty gy e ey, Poij Uple,

ad sy e \:‘i’ ,,,,1;" U, oyt n.,,,/‘ " €55 Nney ephemeral random value clled nonce, which is partiewtaly Se7
In g o e s b g T~ 3 19 _hemes today, s it is eruial to make su¢ (hat the nonces are kept in secret
Tl 0 thegg 0 gy i, Wiy ,,d’ ony s, in particulat ‘and sampled from the w0 Gspribution over a certals inIeECY
lojg the e d(.,;’l]"n(.("j"’u/ Slant e i e (knowen as the iaterval, I is easy to see that 1 the nonce is exposed of seused
oy L,/J':;h(,,,;[’nu,% ©pe rZ'Vegij;;’ll .0 o 1t is known thot copletsly, then as altsckes 1 bl Lo extrast the secsel SiENINE Key
et g e e i princple T envang oply afew signatures-BY stending this simple 0bser”
ey, “lure o M thy atioy, ! the., . isthena particular vation, cryptanalysts have discovexed stronger atac s that make
iy, Clpy 10, R ey o mber problem (GINE) it possibe to secover ¢ S coret key even if short bit subsrings of
e 255, eng, e ity o, foited in miny e tenonees e {eaked o biased. These ‘extended attacks relate key
4‘.,,““7 oy Vie ,,”‘ al ot plementation defects or recovery to the so-calied bidden nuber probiem (HIND) of Boneh
s th o, e, Jin oncrete ECDSA impleme” “and Venkatesan [151, and 26 part of a line of reseach initiated DY
n Howgrave-Graham and Smart [36], Whe described a lattice-based

Oces.
al
e

g o bave relied on at least 2

16



Des attaques partou

M,
,: the Fo,,
“ack o, "th B

Ladded.eak. Breakm ECDSA
3
with Less Than One Bit Of Nonce Leakage

i shi
Akira Takahashi
aes ; jexsity
Felipe Rodrigues Nova DIGHT, Aarhs Vot
ey of Carapinas ar
n g, Wi Diego F. Avanba University of CampiT Dotk
Vg, Day SVer,, (th y, DIGHT. Aarbs University Brazil b (akahashi@cs:
e . -  unicam
ooty Oeng, M Regy %% 4 Posark sssc@utudents e
i Uy oy Nicr, dfaranba@eng 2l ) yuval Yoo
Lsyy By, My 0 d 4 a’(‘hi Mehdi Tibouchi University of Adelaide an
P [e(‘tu NTT Corporation A‘,sm\u\; .
ey esigy s, I T ; cs adelaide edu.
lacks, Seneq, * app) al ¢ apan N rval@cs.ade » i
ey, wag"[u,n.lri_l’;u,uu,” ns o, e Slde i br@hconttcoip ¥ e clled ronce, which 5 pticulacy sers
Moy om0 e € oy e dom value . es are kept in secre
by €1 Iy v Libgo 55 e tives it is Orie o detribation 0¥ fesey
ey Pang ldey | 25575 28cry, 7 s today. i} the wnifors O sed o fels
s Scaly,, 9 hemes today, sampled from o e i eXP
i Moy Calay) The E ‘and sl il e non )
gy g Mo ity e iy ot Yap, s paticuac T casy 1o see hat i (0 AR e sec signing kY
on.\‘/-u,p,,* e 7€ 2 o e ,,4‘114 ide ue (known as the corapletely, then o attacket h:n»s o eending this s obser-
s e g Vithy S ey le-g 4 ang ¢ e © o few sgnature g this S ke
adyge o gy ey " Petic ) ™ Sty e, 4 Dy, .1 is known that by observing oy e, 4 stronger atac t
In g, thay ,’,’,’m ey Py iy - \ g, 61 O nprinple ol pranalysts have disz“;fy B shor i bt of
Fol ™ Wopy, Here € esig,"“Sistap, 1 are Oy ear " then a particular o vecaver the seczet ey XD BTN reate key
Uptoy L the € ey e gy 85t g 35 71 th . it poss aked or biased. These  Boneh
Wloigy, "“"’"u,”‘""”n,“"‘vp g5t oy e Oryy |08 ) ‘/r  a, samber probiem (GIND) the nonces are leake urd o fumbe ‘prablem (HINP) © e
oy e Strae |, Petto, 9, eq Cay g "t “a, Ve, ’ N cks. e so-calted hiddes earch initiales
i Malicqy 1 thay | vy, Vet in g, Progy Chro, ites ny attad o the s0 P of resears
e el gy ot s M Vi S oy e Bty oy oited INIAY CTC vy B s, and ace past Of 40 01T tice-based
ey Mty et g, “lion o He cy,, Wsicay ¢ecy;. yplenentation defect and Venkatesan [  Somart 136}, WhO describe “
gt O iy PO, qmerets ECDSASTIRITIE g Grabam a0
Sy, U o bep, ) o a2 #
19 oy i "t g Vi have elied 08 212
atey v

Daniel De Almeida Braga
daniel.de-almeida-braga@irisa fr
Univ Rennes, CNRS, IRISA

Pierre-Alain Fouque

PARASITE: PAssword Recovery Attack against Srp
Implementations in ThE wild

Mohamed Sabt

Rennes, France
ABSTRACT

Protocols for password-based authenticated key exchange (PAKE)
allow two users sharing only a short, low-entropy password to
establish a secure session with a cryptographically strong key. The
challenge in designing such protocols is that they must resist offline
‘dictionary attacks in which an attacker

Univ Remnes, CNRS, IRISA
Rennes, France

hamed.sabt( fr
Univ Rennes, CNRS, IRISA

Rennes, France

KEYWORDS

SRP; PAKE; Flush +Reload; PDA; OpenSSL; micro-architectural at-
tack

ACM Reference Format:
Daniel De Al

Pierre-Alain Fouque, and Mohamed Sabt. 2021

16



Des attaques partou

M,
,: the Fo,,
“ack o, "th B

Ladded.eak. Breakm ECDSA
3
with Less Than One Bit Of Nonce Leakage

i shi
Akira Takahashi
Felipe Rodrigues Novacs DIGIT, Aarhus University
n g, I’V Diego E. Aranba University of Campinas Denmark N
sy, Dan; Cre,. 1th Y. IGIT, Aarbus University Rrazil N (akahashi@csav.
it ol Gy Al R, Ou: A DIGH: A emark Larsesa@studentsicunicmp e
i n al. 3 2 N
angy ity o, /- wOr/ icrg dtaranha@engandk Yuval Yatom
s: le3o0, Mgy, i T i ide and Da
P @cis iy d4,, ,chj, Mehds Tibouehi University of Adetaide
i, T 5 e('tu NTT Corporation Australia -
€5 oy Veary 3 < adelaide edum
facky Cigneq > appy n ral g apan R val@es adelaides catardy sensic
ey o il i S of C, Idea i br@hconttcolp e clled nanee, which 3 pORICalaty S0
Aiop WPlicg, Fete g ¥lter o incy, seral random value + omges are kept in S6CTe
g1 1t Oy ury, ang, epemeral ST e sure that the BoRCeS MR FERL L ger
ey gy ey 255 iy 255 12 e/ woday, L e the uniform distrbution O uxpm rp
s " Scaty,. g shemes today. d sampled fr ¢ nonce i eXpOSe: N
i Mg tay. te an ce if the n "
(i'bg(npﬁ u,«,,[_,’l e o Pl » ,{ZI Uop, Js, in particulat fnterval. T easy 10 S0 ((h " x‘m[ Lo extrast the secse! s;gr;mgb‘;i
Stapg.,, S lelg , 1€ apgy Y d y @, lely, s the v, then an attacker IS {his simple obser-
t.gi el gy loupy, ™l o Claig, known as completel N uding i
» "“*vm,""‘ o »,1,,,,“_1&"4,..‘.," r‘u /’:m‘,"( Ity e dd,,‘,,‘d:e,u,d Dug nu;{ :L o o b(;n;t :c:v).ngu sy a few sﬂgxu‘urhscixds‘::i e attacks tat ."ml
Wiseg 0 the 0 e o Vi ) is ; 5 jscovered strong e
I g hag u’,’ - un..a/"""ﬂ,c;'"‘"to,f,l “ gy 0L caninprnGPe G eryptanalysts have ‘i‘:‘u Koy even if short Dit sm‘h'.'iﬁy
Dollgy, Work | M s 'A'l:ullwnz Lot ise, /i then a particuar it possible to recover the s o ene extended attacks relate g
Chpge . g o g ! Cupy i, “ g, sis N - ore leaked or base ) of Boneh
Plottay, Mg sty ! ey 25515 “Cute, " By aumber probient G700 1 e nomees ot T ed bidden musnber proble e tiated by
O g Pty thg Oy ey g *Progy, o jied in many attad covery o the s0-C e of a line of reseach )
ey, o Sty Whey v i e, e iy, o P ‘10:: atation defects OF NG tesan [15], and ake f’{;&? who deseribed  tattice based
T hig , % of ;¢ Uy, i Fsicay (< cyy. ypleme . a s rt [36),
W9 ot e Vg 4 ot R mplemen e Grabam and S
231 gt ey Dy e eied on at east 2
Uitage, *ecoy,.

Side-Channel Analysis of SM2:
A Late-Stage Featurization Case Study

Nicola Tuveri

Sohaib ul Hassan

PARASITE: PAssword Recovery Attack against Srp
antations in ThE wild

Pierre-Alain Fouque

Mohamed Sabt

Tampere University of Technology
Tampere, Finland

Tampere University of Technology
nicola.tuveri@tut.fi

Tampere, Finland
sohaibulhassan@tut.fi
Cesar Pereida Garcia
Tampere University of Technology

Tampere, Finland

sge (PAKE)
Billy Bob Brumley wssword to
Tampere University of Technology @ lftuﬂ?ht
Tampere, Finland ssist offfine

| HEPERE . numerates

Iniv Rennes, CNRS, [RISA
Rennes, France

hamed.sabt( fr
Univ Rennes, CNRS, IRISA
Rennes, France

KEYWORDS

SRP; PAKE; Flush +Reload; PDA; OpenSSL; micro-architectural at-
tack

ACM Reference Format:
Daniel De Al Pierre-Alain Fouque, and Moh

d Sabt. 2021.

16



Des attaques partou

DSA

Ladder £ N
M, i onc
lay, n One Bit O
N the With Less Tha Akira Takabashi
aes v vexsity
ttacy, “rth Felipe Rodrigues Nova DIGLT, Aarhus Univ
o W, F. Avanba cersity of Capinas Denmark
Se ity Diego o e University 0% hi@esau.dk
Ui, Day Ve, h Yo DIGHT, Aarbus University Brazil e takahashi@cs:
<0ty 1! Gy, U Re u: 4 Denmark Las6E3@students e AP
iy Py, MKy al.w M, - canha@engaud 1 Yarom
a lanjeg, Sty op Vi o, Cr dfaranha@ . Yuval Ya a6l
i STRy oy v rld&] %arcy, o University of Adelaide and Dt
In g p, it Y Alic
- talia
i, Cent e L 'Plic., . tec Austral
kg S oy, i Vit oy, tury, s J@os adelaide edu o0 .
ey, A copey Vith oy liog Ukey g O Pey, @ s / which is particularly sens
Y i, Mgy Dete, 00 @ci, . Cing,, e called nonce. n secret
/}‘1""‘;.’:»;“)" vigy Gy, o Ve C'l‘l’ e moncesare kif:: i:cgq
Ln,(,,,".;’:n( ”,,(,,‘ f”" ngl""’ i yuw Ce"iﬂed ~ewosed of n-u,;ui
iy gy, Mong, “arp, e i, d Tsity, Si ~sming ke
con Ztypye Slang . Mo, "V pe,, “Mle, , of, i =
Oyt P gl Mty PO 1 ey, Pl Ade Targ,, Cesar ide Chap,
Biseg e i ithyy ey e g XS Wiy 25y S ad U0slay g, Lerei nejg
adyy, ¢ 07y gy, et ) sy, 10 W vyt 1, A pa g
Ly edu, ;’:m . n"am,(.,‘ ey, P wiy rer it g g e, 7 " i
Lo 5 v there 7 degyy TSl 75 gy, ith 1) Ollegy , Cling, - ony, e,
Plostyy, e gy o, to " “rVezss 00 gy Porgy Ol . S ) O exe, 5 s
it g Mt gy Py 3015 By iy Plorg, o 00 bt iy ang g Tuveris
e, glical gy Bt ™ Va3 oy, e 0y O 0 1 by, i gy ety 7, gy, Y Bob !
ey, Uetug N thyy 100 op 1€ Cupy, liy hitegy 1€ Vieg ! Bing le ly 1, Veriy; lang ru
Wegy 0 of s this y, " OF i i, ey, Vctin, 0 g,y la 17, iy ey 1
kg Cype Fecopn g he a1 Ve e aly, ab, a1 gt 2y
e, Vs ey P Picay Utacy, " ag lem, fay, ang e,
23515 et i the ke s en, i u,,,,::"'“‘ thag g, Strace “@mayy o (7 2 i by, bra
Hitage, '€ ey Wlaps. " Onh, M ing o MPacts g, e f “Com ) Hay Umie,,
st pay, 8 Severy o Side s Formay ang, ¢, )@,
e fopp. Widely, g 0] ’ " Cut, ny,
Pen, for ¥ de, Ang ch pri,,, a fi
“d Tupg, S th Ployeg . Melysi Tivate
e goqnt ' SUppon, 2 Sofy > (SCa) (1 Keys he
. CakpegSiong ;O how g I lipyy, SCuriy, o "CPer e, 3
Side-Channel Analysis of SM2: - conyes ang 19 mag 1 pane i, wei ey, g, %% ron 2l gy,
Wity Y digjo. " Merab We e, 65 ke igage S the oy Whey ed op,
. . the - Sioin, ilitjo ove, 5 4 Strage 0ice ist Ypro,
A Late-Stage Featurization Case ST osicy" iy, Ml s it v @ ompd Whar s ifre s S keys;, e
Sign g Wivages 1M feyey Ci0n g ™€ Cageg 1 ion are gy Prisip,
=1 ang j, ‘ent. 1 for g, Mthmeyy,, S indye, evel 4 " ats ely, j
) . rang, Mplepen EXplc ey letic Ucip, Uithpe, DPerpye, - 8ge; d
Nicola Tuveri Sohaib ul T8 fg g 0 ke ey Bt g ks o D At U o g et U ik
Tampere University of Technology Tampere University of Technotec"0magy,-OVery, y "nerapyct Ve seq o, ilcario, "espo, y
Y Y 0. Mienee 1) attacy o Dilitieg N gy ized g, ion oy POMing o,
Tampere, Finland ) e Uilzig Ve de- ”':"Y/m/,,,,ﬂy g aongy P
sohaibulhassan@tut.fi “ong, 4, “18hals Optig,” St Xy, Cony 9
e Lrany, Pliong ) Prisin, g ,, | “Olaip ,
ge (PARL m.hI ”Uw.\",:’p"’d":cr:,;ly' it du(_‘t Pl Pl
A can gy We deg,! 7
e il g o Gt et

Tampere, Finland
nicola.tuveri@tut.fi

Cesar Pereida Garcia
Tampere University of Technology
Tampere, Finland

Billy Bob Brumley
Tampere University of Technology
Tampere, Finland

Leak: Breaking EC

wssword to
1g key. The
st ofline
numerates

e Leakage

e
P g
ar

ACM Reference Format: i, ;| 4
Daniel De Almeida Braga, Pierre-Aleinicar,, 2d aj

ey g€ tha
e

a eng
N ajgg L ©



Des attaq ues partou

Leak: Breaking ECDSA

Ladder
Bit Of Nonce Leakage

May gy

At Fo
Qc, Uryg, -
ko h With Less Than One
Ung,,, D n e e W;
ey 200 Ve i .
0Bty 0! ey, €ray th y, Diego F. Avanba Felipe Rodrigues Novaes Alira Takabashi
B, lay. sty sy Re, u: DIGIT, Aarhus University University of Carapins DIGIT, Aarhus University
sy, "Clsigy” iy al.y, A -

2 1o, v Mary, 2 Wo, ic, Denmark Brazi} Denmark
I,,vu,;“m yea tpeHang " g oy, dfaranbe” ' La135663@students jeunicaP be takahashi@esaudk
acky “Signgg ™ 4 dy -

© A edy, i, - - .
1 cope Wit 1t Unn.ehL”kp . . ~rhi Yuval Yarom
! ns- University of Adelaide and Data6t
Australia
dcs adelaide edu
)y sensi-

rete, 5
ith Oy e, S‘N
g e B\ac\‘ G
DRB
‘e called nanee, which 35 particalar
ihat the nonces are keptin secret

e,
i g
1 h Pl
ety ey, ladg,,ve2ss
Ligetcong 04 ando™
o e of 0 IR
(s) axon
cks Lo’ ™ a\ Y P
Cac nger » ergjy “vion over a certain integer
) e I Ce 1lieq g, d &
i . gy, CCSar i “coosed or reuse
oo O e e Stay G e e Chyy, oning key
dre¥ KWONE " o p.vum\l\‘unw- o . in el
comey M vynivers MchngﬂWu s st
gpaane® agniversi® of MY iversi” “hiego. A ™ yal
el A i, S Dl aver)” O san! .
el o califo™ . osiC ¢ j L aeaide "S5y + Nico
\Uni\-umv}ff iy and cosiC ) yees® Nolggge ol . ang .04 T
el AV niver’ and DA 5 an D lea g, , Pere, 4, Billy Verj!
el 5 Adel d Gm“e\mt\“’“ s Abgy, gy, He I e 0b 3,
ayniversi® of “\\e,mc\'\c-‘\ ?a‘ © " tongst © V\N e 5, race ayae, ang P r/a.,(e”’/ TUumiey, 1
o * natwee w orm; ~ 8nayy Uy S iy d
;S8 e fro™ qands £ tat j @/, 74, lin, gy,
" sl S g Ly ST T4 Whic o HAE), 4, .
Lo s e 5 e i Anay i ) Ly 10,
s X uatiol the more & e T0fy S (¢ Vate an, Unfe,,
oo s W pan r s ey, libraig, - Urity. © per. ¢ my e,
re ¥ et £° dom ect 109" o pay ies, | r- gl
s, B ot oran ot <0 R P e e iy clioglituge
s ‘,:‘.:mm"""“ o " s, R iﬂ orith ‘:\‘ e O 2 E‘u:xcs """U;Jhc\eku;'me‘hgtzy e rom " S
e o St S L N B S i
5 ot PRU e 1o 5 Gs 1 N 2 ltgy, e st 1Yy
c ;;:‘.,“‘;n o e e nii‘;“: ey »\N\: :wmm“ from ? ity 565 non of Ol ;khL o ting P
o The o oo pudin S the €U stgy i el g libr Surppis:
ot et 2P Ty s s B o, ta ing arigy ies O pris,
o 8 o e o e i ‘r14,,,,{{"ne,w,.Or,’gk-,,,,%f),ggc;'fy,
o a g, Ul g, See angy 1€ spegsy e cop 7
ot iw,;mm\“w = a0 osan M) ey Uil lies, m,,d”fd:/,“"""c:. € Coppeg Al e
e 18 8 ons o etk T e con?® @tutfi Ranggjor ing g 96 5 i 2 Key gor 1 le SPongy ¢ Way
At e Yae B s, igng gy, e evey, o ing ¢y,
pementips K ¢ e e O, t0 g ety el ) gy ol
S i . Billy Bob Brumley e (AR &gy Pliongy Pris cap ot ongsige "
Dlock ‘ampere University of Technolo; wssword to e Mo ’*' Py ingly ing o,  COntap g
- Y o en et dep | 1Cler "8 Py OPl
 Tampere, Finland ey gkey. The minggeP Withiy 1 o e it o
P = ssist offline ACM Ref. Mt 45001y, Use oy, SMongyy, 16
M Reference Format! “ivatr, < /i Hrepey, e
iy T libr " diffe, 1
o brayy i
ang Crey

numerates ani
Daniel De Almeida Braga, Pierre Al icar .
Alaticar, M ajg,,
o th.



Des attaques partou

1 adderLeak: Breakmg ECDSA

.~ taakage

+ CVE-2005- 0109, CVE-2013-4242, CVE-2014-0076,
CVE-2016-0702, CVE-2016-2178, CVE-20’I6-7440,
CVE-2016-7439, CVE-2016-7438, CVE-2018-0495,

& CVE-2018-0737, CVE-2018-10846, CVE-2019-9495,

» CVE-2019-13627, CVE-2019-13628, CVE-2019-13629,

“ CVE-2020-16150, CVE-2020-36421, CVE-2023-5388,
CVE—2023—6135, CVE-2024-37880

£

Lo e a e i gy, " e o
N iy ieg? - A " “ang rup
anan O e m i ,l}"mm' o D(KU “"”‘l e w AN A, (’/"/{lmo s b e o $rid eyt
i ¢ /i

s ity of € 05' e S s T DStracy (. g i niny g,

LRSI ersi & du ar e PRO €7 vonest  eve s eee D “ang. ¢,y

spel A g Adeldt L ot 1 e trom & et B L gy, hich py

ity O oot ™ e s o ety 7 e Isis (gt g s
ynive ne e seet e com e oty SCA) ol Kers e, g
gional © ewhat o8 O om ey o librag;, Y, Supye hooe
W i

- ““‘"D s e (PA.\:',é'am,l” P:""*"P-:n,, Ll it g
e, U(\
]3111 Bob Brumley wsword to N g ,‘P ithip r\‘“"
Tampere umvmny of Technology 1g key. The Mg
sistoffline  ACM Reference Format
Tampere, Finland
_ Lamipere, - numerates

o
. cm.“

a n
Hicaty, ”0 lib, u

O R

cularly sensi-
eptin secret
artain integer
sed or seused

aming key

" @

16



Des attaques partout

CDSA
| adderLeak: Breaking E - taalkase

+ CVE-2005- 0109, CVE-2013-4242, CVE-2014-0076,
CVE-2016-0702, CVE-2016-2178, CVE-20’I6-7440,
CVE-2016-7439, CVE-2016-7438, CVE-2018-0495,
CVE-2018-0737, CVE-2018-10846, CVE-2019-9495,

ceptin

numerates Daniel De Almeida Braga, Pierre-AlGa

i
“ CVE-2019-13627, CVE-2019-13628, CVE-2019-13629, =::
by - cused
n,(,,," sed or reuse
le - ? “sning key
""" CVE-2020-16150, CVE-2020-36421, CVE-2023-5388,
CVE-2023 6135 CVE-2024-37880 ...
e erse 00+ uay “ay s
mey rsity Univ Dpiet Lewve™ ) = “id Umjey, 1
o Com e ‘T‘ i Mﬂ""“' S;;c (KU L “‘ (\e\x\de ‘*‘*“’“‘::‘c Ab "/"’ﬂmo Yanq /Cm s, 8ri, v
iy of € CO3T, 1.y o appetion B 2 equer® Strace Smagy ., U, ) 2, /)/
/@,,
D e S l \tta q e S I a t t -
"ogr,
e ; eys
OB e o e 0% e B O O S e nat, ke 2
ay e S st 5 S s . . o o <y 1y
mf;‘wﬂ“r,“:u\,u K‘“‘)‘rﬁn\:\ it \\n “u \s\e‘\:(\““\u\\:)p ,“mcc; ?o e ® ?& R u m:; “u“‘ 1 ‘m indlye "g/ ’ICVL,J”"’I" P",,,, ats g I-'ns, b
e et e 18 e a“w sl e o ack, i) 4, ‘u,,, ieg 9
s 8800 m\\*\““ \cﬂ““ \\m\ e\\m\ o R WO ing 1 e, KS dee, or he g Aling
o 0 BN I e a0 et B i D stang, ! Corpg, o s den,
ﬂ‘“\“\nl; “\;‘mw‘, 2 e e me o5 jos. < SCem g, Uion oy ,,, . doy, h
e 1 P8 nended y S e g 5 gy hey fopre vl 4o M08 cry, o d0Wn g, Vithin
o e V":\)\ogh\pr\‘“ iy . g e /"r/,,‘ :"/n.u‘o a:n"p\.dc'),g’(’l’s e 1 oy,
ve DO vels D€ ity LA it —wosan@tut. of " €ty <o, ire, ity
e =G s‘:\‘:w s et ““ pomise: +on@ e (PA.\_,é'uml Piong pd""" Singly 7 opy, /ml/ "o I”tuu' o Parapeg 16
:wj::f:.ﬂ use e e Blll Bob Brumley wsword to ae o, w lecp ,' ~ wnmm ¢ den 7 'mf,,P“'“"r cery,
et e's K e Tampere University of Technol gkey. The " @ ¢ e gt
k:o“ o enet P Y ey stofllne  ACM Reference Form o
ing DY

Tampere, Finland




Comparaison de vulnérabilités récentes (2017-2022) et anciennes

sliding window

Gaussian sampling

RSA decryption ) ;
Montgomery ladder bignum arithmetic \y_ch to-element
T-tables (timing) function
AES encryption ECDSA signing
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RSA decryption RSA decryption P
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ECDSA signing RSA keygen PRG
WNAF mult. E;?f;;g'ﬁmgg WNAF mqlt.
ECDSA signing key handling
WNAF mult. binary GCD
SM2 signing key handling
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Les mémes vulnérabilités reviennent a la surface, pourquoi ?

Nouveaux contextes

- génération de clés
- traitement des clés

- génération de nombres
aléatoires

- le code vulnérable reste dans la bibliothéque (surtout pour OpenSSL)
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Les mémes vulnérabilités reviennent a la surface, pourquoi ?

Nouveaux contextes Nouvelles bibliotheques
- géneration de clées - implémentation RSA "sliding
. traitement des clés window” dans MbedTLS (2017)
- génération de nombres - attaques Bleichenbacher dans
aléatoires MbedTLS, s2n, et NSS (2019)

- le code vulnérable reste dans la bibliothéque (surtout pour OpenSSL)

- vulnérabilités trouvées dans OpenSSL mais patchs non propagés aux autres
bibliotheques
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Conclusion RQ2

La plupart des vulnérabilités proviennent de code déja identifie comme étant
vulnérable

Beaucoup d’outils (académiques) existants, mais

- peu connus, peu utilisés, peu utilisables
- toujours des limitations techniques

- des architectures de bibliothéques cryptographiques trés complexes

19



Conclusions

- papier séminal par Kocher en 1996 : pres de 30 ans de recherche

- domaine en expension : forte augmentation du nombre d’articles depuis 2015
- les attaques microarchitecturales nécessitent :

- la compréhension et le controle bas niveau du matériel — microarchitecture,
rétro-ingénierie

- la compréhension trés fine du logiciel — analyse de programme, compilation,
cryptographie

— ily a du travail dans toutes les couches d’abstraction !
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